NATIONAL GRIEVANCE
NG-09/16/2021
7H/00398712

Date: September 16, 2021
To:

Ophelia A. Vicks
Acting Executive Director
Office of Labor-Management Relations
U.S. Department of Veterans Affairs
ophelia.vicks@va.gov
Sent via electronic mail only

From: Sarah Hasan, Staff Counsel, National Veterans Affairs Council (#53) (“NVAC”),
American Federation of Government Employees, AFL-CIO (“AFGE”)
RE:

National Grievance against the Department of Veterans Affairs for Failing to
Comply with Law, Policy, and Contract in Disclosing Employee Occupational
Health Data Through the Veterans Health Information Exchange (VHIE)
STATEMENT OF THE CHARGE

Pursuant to the provisions of Article 43, Section 11 of the Master Agreement Between the
Department of Veterans Affairs and the American Federation of Government Employees (2011)
(“MCBA”), American Federation of Government Employees/National Veterans Affairs Council
(“NVAC” or “the Union”) is filing this National Grievance against you and all other associated
officials and/or individuals acting as agents on behalf of the Department of Veterans Affairs
(“Department”) for disclosing employee occupational health data through the Veterans Health
Information Exchange (“VHIE”) in violation of law, policy, and contract and without first
notifying and bargaining with the Union. To date, the Department has failed to remedy these
violations, and as such, continues to violate the Master Agreement, VA policy, and federal law.
Specifically, the Department violated Articles 2, 3, 17, 24, 47, and 49 of the MCBA; 5
U.S.C. §7116(a) (the “Statute”); 5 U.S.C. §552a (“Privacy Act”), VA Handbook 6300.5
(Procedures for Establishing & Managing Privacy Act Systems), VHA Directive 7716
(Occupational Health Record Keeping System), and any and all other relevant articles, laws
regulations, and past practices not herein specified. The Union specifically reserves the right to
supplement this grievance based upon the discovery of new evidence or information of which it
is not presently aware, or otherwise, as necessary.

STATEMENT OF THE CASE
Background
On August 18, 2021, the Department notified NVAC of a change in conditions of
employment concerning the disclosure of occupational health information through VHIE, which
took effect in April 2020. See Exhibit 1 (8-18-21 Email Notification) and Exhibit 2 (VHIE
Information for Employees). According to the Department’s August 18, 2021 email notifying the
Union of the changes to VHIE,
“Recent legislative changes have authorized VA to share patients’ electronic health
information with participating connected partner organizations easier by removing the
requirement for patients to provide a written, signed authorization when receiving
treatment as a VA Patient. With the legislative passage of Section 132 (h) of the
MISSION Act, the Veterans Health Information Exchange (VHIE) transitioned from an
“opt in” to an “opt out” model of electronic health information sharing. Through its
Veterans Health Information Exchange (VHIE), VA can now seamlessly and securely
share electronic patient health information when requested by participating community
provider organizations for treatment. As a result of this change, VA Employees need to be
aware electronic health information including occupational health information stored in
VA’s electronic health record (EHR) (VistA/CPRS or Millenium) may also be shared
with their community health care providers when requested for the purpose of treatment.
Employees are afforded the same convenience as Veterans and can choose to change their
sharing preferences at any time. VA employees have the option to Opt-Out of Electronic
Health Information Sharing. If VA employees have occupational health information
stored in VistA/CPRS or Millennium and would like to continue sharing their health
information with community care providers, no action is required. If VA employees
would like to stop sharing their health information with community care provider
organizations who electronically exchange with VA, they can opt out of health
information exchange by submitting VA Form 10-10164 by mail, in person to their
facility’s Release of Information (ROI) Office, or online through My HealtheVet.
This change was made effective April 2020.”
Exhibit 1.
The Department’s August 18, 2021 email suggests that the change to VHIE was required
by “[r]ecent legislative changes.” Even assuming the Department’s assertion is correct, which it
is not, the “recent” changes appear to be referencing the VA MISSION Act. Thus, the
Department’s notification to the Union came 1170 days after the VA MISSION Act became law
on June 6, 2018 and nearly 500 days after the change in conditions of employment purportedly
took effect.
The Department’s change to VHIE now requires employees to “opt-out” if they choose
not to share occupational health information with non-VA healthcare providers by default. Prior
to April 2020, employees would automatically be opted-out of such health information sharing
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and would have to expressly consent to such sharing by opting-in. Again, by the Department’s
own admission, this change to VHIE went into effect sixteen (16) months before the Union was
notified of the change.
The Department relies on VA MISSION Act, Section 132(h), which amended 38 U.S.C.
§7332 (Confidentiality of certain medical records). While 38 U.S.C. §7332(b)(2) allows for the
Department to share healthcare records without prior written consent under specific
circumstances, the only medical records to which the Department has the authorization to share
without consent are those noted in 38 U.S.C. §7332(a)(1):
Records of the identity, diagnosis, prognosis, or treatment of any patient or subject which
are maintained in connection with the performance of any program or activity (including
education, training, treatment, rehabilitation, or research) relating to drug abuse,
alcoholism or alcohol abuse, infection with the human immunodeficiency virus, or sickle
cell anemia which is carried out by or for the Department under this title shall, except as
provided in subsections (e) and (f), be confidential, and (section 5701 of this title to the
contrary notwithstanding) such records may be disclosed only for the purposes and under
the circumstances expressly authorized under subsection (b).
Employee occupational health data does not fall into any of specific and narrow
categories of healthcare records identified in 38 U.S.C. §7332(a)(1). In no way does the VA
MISSION Act authorize disclosure of employee health records through VHIE without the
employee’s consent. While Section 132(h) of the MISSION Act changed the rules governing the
disclosure of certain confidential, health records of Veteran patients and subjects, this change
does not apply to employee occupational health records. The change only applies to the records
of a “patient or subject.” See 38 U.S.C. §7332(a)(1). In fact, in the VHIE Frequently Asked
Questions posted online, the “How do I opt out?” section is only directed to Veterans/patients,
not employees. See Exhibit 3. Additionally, the opt-out form, VA Form 10-10164, only asks for
the “Veteran’s Full Name” and the signature of the “patient” with no opt-out section for nonVeteran employees or non-patients. See Exhibit 4. Neither the express language of the statute nor
the accompanying regulations waive the consent requirements for the disclosure of employee
health information, specifically occupational health records maintained in various systems of
records. Therefore, the Department must only share employee occupational health data with the
express, written consent of employees.
VHIE facilitates the exchange and disclosure of employee occupational health data that is
maintained in various systems of records, such as, for example, OPM/GOVT-10 (Employee
Medical File System Records) (SORN attached as Exhibit 5) and 08VA05 (Employee Medical
File System Records (Title 38)-VA) (SORN attached as Exhibit 6), which the Department admits
it now discloses without the prior written consent of employees. The Systems of Record Notice
(“SORN”) does not permit the disclosure of this information under any routine use exception.
Likewise, the Department failed to update the SORN for 08VA05 to reflect this change. Lastly,
disclosure is not permitted under any exception in 5 U.S.C. §552a(b), and as an unwarranted
invasion of personal privacy, is also prohibited under the Freedom of Information Act.
The Agency failed to notify and provide an opportunity to bargain to the Union regarding
a substantively negotiable issue, and instead, unilaterally implemented a change to VHIE that
now allows employees’ occupational health data to be shared without their express consent. Not
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only did Department unilaterally implement this change, but it did not notify the Union of this
change for approximately sixteen (16) months during which employees’ occupational health data
was shared without their express consent. The Department had an obligation to satisfy its
bargaining obligations prior to implementing any change in conditions of employment. In
refusing to notify, consult, and negotiate in good faith with the Union prior to changing the optin/opt-out procedures of VHIE, the Agency committed an unfair labor practice under 5 U.S.C.
§§7116(a)(1) and (a)(5). Further, the Agency violated Article 47, Section 2, which sets forth the
Parties’ responsibilities regarding mid-term bargaining at the national level, and Article 49 which
requires the Department to provide reasonable, advance notice to the Union before changing
conditions of employment.
Article 2 of the MCBA requires that the Agency comply with applicable federal statutes
and regulations in the administration of matters covered by the MCBA. Therefore, in violating 5
U.S.C. §7116 and 5 U.S.C. §552a, as set forth above, the Agency also failed to comply with
Article 2. Further, the Department violated Article 3 which encourages the parties to maintain a
cooperative labor-management relationship based on mutual respect, open communication,
consideration of each other’s views, and minimizing collective bargaining disputes. The
Department also violated Articles 17 and 24 which require the Department to safeguard
employees’ privacy interests in the workplace and through its official records, respectively. In
committing these violations of contract, federal law, and Department-wide policy, the Agency
renounced its commitments under Article 3 of the MCBA and necessitated further collective
bargaining disputes.
Finally, the Department violated VA Handbook 6300.5 when it failed to publish a SORN
in the Federal Register to reflect a change to the disclosure standards of employee occupational
health records for both Title 5 and Title 38 employees. The Department also violated VHA
Directive 7716, which required the confidentiality of occupational health care records of its
employees pursuant to the Privacy Act.
Violations
By failing to fulfill its obligations, the Department violated and continues to violate, the
following:
•
•
•
•
•

Article 2 of the MCBA: requiring the Agency to comply with federal law and regulations;
Article 3 of the MCBA: requiring the Agency to maintain an effective, cooperative labormanagement relationship with the Union;
Article 17 of the MCBA: requiring the Agency to protect employees’ privacy rights;
Article 24 of the MCBA: requiring the Agency to comply with federal law, regulation,
Department policy, and the MCBA in the collection, maintenance, and retention of
official records;
Article 47 of the MCBA: requiring the Department to notify and bargain with the NVAC
over proposed changes in personnel policies, practices, or working conditions affecting
two or more local unions;
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•
•
•
•

Article 49 of the MCBA: requiring the Department to provide reasonable, advance notice
and bargain with the Union prior to making changes in conditions of employment;
5 U.S.C. §§7116(a)(1) and (a)(5): requiring the Agency to consult and negotiate in good
faith with the Union;
The Privacy Act of 1974 (5 U.S.C. §552a), VA Handbook 6300.5, and VHA Directive
7716: requiring the Agency to satisfy certain requirements in establishing, maintaining,
and disseminating information within a system of records;
Any and all other relevant articles, laws, regulations, customs, and past practices not herein
specified.

Remedies Requested
The Union asks that, to remedy the above situation, the Department agree to the following:
•
•
•
•
•
•
•
•
•

Return to the status quo ante and immediately cease and desist any collection or
dissemination of information pertaining to employee occupational health records in VHIE
without the express written consent of employees;
Reestablish the requirement that employees must expressly opt-in for their occupational
health records to be shared in VHIE;
Fully comply with its contractual obligations under Articles 2, 3, 17, 24, 47 and 49 of the
MCBA; its statutory obligations under 5 U.S.C. § 7116(a), 5 U.S.C. §552a; and its
obligations to comply with policy under VA Handbook 6300.5, and VHA Directive 7716;
To make-whole any bargaining unit employee injured by the Agency’s unlawful intrusion
of personal privacy;
To pay reasonable attorney’s fees and litigation costs under 5 U.S.C. §552a(g);
Distribute an electronic notice posting, signed by the Secretary, to all bargaining unit
employees concerning the Agency’s unfair labor practice in changing the opt-in/opt-out
requirements of VHIE without first notifying and bargaining with the Union;
Provide mandatory training to responsible management officials concerning the Privacy
Act and associated obligations in the MCBA and VA policy;
Agree to comply with any and all other relevant articles, laws, regulations, customs, and
past practices not herein specified.
Agree to any and all other appropriate remedies in this matter.

Time Frame and Contact
This is a National Grievance, and the time frame for resolution of this matter is not
waived until the matter is resolved or settled. If you have any questions, please contact the
undersigned at the AFGE Office of the General Counsel. The undersigned representative is
designated to represent the Union in all matters related to the subject of this National Grievance.
Submitted by,
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Sarah Hasan
Staff Counsel, National VA Council
AFGE, AFL-CIO
80 F Street, NW
Washington, DC 20001
Tel: 202-639-6424
Fax: 202-379-2928
hasans@afge.org
cc:

Thomas McGuire, Deputy Director, OLMR
Donald Stephen, Staff Director, OLMR
Roy Ferguson, Director, Staff Operations, OLMR
Alma L. Lee, President, AFGE/NVAC
William Wetmore, Chairperson, Grievance and Arbitration Committee, AFGE/NVAC
Thomas Dargon, Jr., Supervisory Attorney, AFGE/NVAC
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From:
To:
Cc:
Subject:
Date:
Attachments:

Condah, L"Tosha
Williams, Oscar L Jr.; PresidentLee@afgenvac.org; Oscar L. Williams Jr.; Bill Wetmore; Willie Haywood;
classytee68@hotmail.com
Zeveski, James (WMC); NVAC Attorney
RE: Union Notification: VA Health Information Exchange
Thursday, August 19, 2021 10:36:27 AM
image001.png

Good Day,
Yes. The change was made effective in April 2020.
From: Williams, Oscar L Jr. <Oscar.Williams@va.gov>
Sent: Thursday, August 19, 2021 10:13 AM
To: Condah, L'Tosha <L'Tosha.Condah@va.gov>; PresidentLee@afgenvac.org; Oscar L. Williams Jr.
<owilliams@afgenvac.org>; Bill Wetmore <bwetmore@afgenvac.org>; Willie Haywood
<haywood.union@sbcglobal.net>; classytee68@hotmail.com
Cc: Zeveski, James (WMC) <James.Zeveski2@va.gov>; nvacattorney@afge.org
Subject: RE: Union Notification: VA Health Information Exchange
Importance: High
So the Department is providing notice of a change made April 2020.   Concerning employees opt-in or
opt-out option, on VA sharing our Veterans Health Information?

  
    Oscar L. Williams Jr.
    2nd Executive Vice President
    National VA Council #53
    7th VA District Council #59 Representative
    (217) 554-4979 Office Phone
    (217) 554-4821 Fax
    (217) 670-9357 NVAC Mobile
   owilliams@afgenvac.org
     

From: Condah, L'Tosha <L'Tosha.Condah@va.gov>
Sent: Wednesday, August 18, 2021 3:01 PM
To: PresidentLee@afgenvac.org; Oscar L. Williams Jr. <owilliams@afgenvac.org>
Cc: Zeveski, James (WMC) <James.Zeveski2@va.gov>; Amy Morgan <AMorgan@afgenvac.org>;
nvacbargaining@afge.org; Williams, Oscar L Jr. <Oscar.Williams@va.gov>
Subject: Union Notification: VA Health Information Exchange

Good Day,
This is a courtesy notification to advise our Labor Partners of the VA Health Information Exchange.
Recent legislative changes have authorized VA to share patients’ electronic health information with
participating connected partner organizations easier by removing the requirement for patients to
provide a written, signed authorization when receiving treatment as a VA Patient. With the legislative
passage of Section 132 (h) of the MISSION Act, the Veterans Health Information Exchange (VHIE)
transitioned from an “opt in” to an “opt out” model of electronic health information sharing. Through
its Veterans Health Information Exchange (VHIE), VA can now seamlessly and securely share
electronic patient health information when requested by participating community provider
organizations for treatment. As a result of this change, VA Employees need to be aware electronic
health information including occupational health information stored in VA’s electronic health record
(EHR) (VistA/CPRS or Millenium) may also be shared with their community health care providers
when requested for the purpose of treatment.
Employees are afforded the same convenience as Veterans and can choose to change their sharing
preferences at any time. VA employees have the option to Opt-Out of Electronic Health Information
Sharing. If VA employees have occupational health information stored in VistA/CPRS or Millennium
and would like to continue sharing their health information with community care providers, no action
is required. If VA employees would like to stop sharing their health information with community care
provider organizations who electronically exchange with VA, they can opt out of health information
exchange by submitting VA Form 10-10164 by mail, in person to their facility’s Release of Information
(ROI) Office, or online through My HealtheVet.
This change was made effective April 2020.
Should you have any questions pertaining to this notification, please contact me, L’Tosha Condah,
Labor Relations Specialist, Labor Relations Management, at L’Tosha.Condah@va.gov.

VETERANS HEALTH INFORMATION EXCHANGE

Health Data Sharing – What VA Employees Need to Know
Sharing your electronic health information is up to you. Health care is personal, and patients’ trust
comes from feeling that their providers know them and their health issues. Making sure every
member of their care team has the right information is key to delivering safe, high-quality care in a
coordinated way. Today, that often means sharing health information electronically between
providers and facilities through the Veteran’s Health Information Exchange (VHIE) program - a
program that shares a person’s health care data electronically between the Deparment of Veterans
Affairs (VA), the Department of Defense (DoD) and participating community providers. By sharing
this data, community providers better understand their patient’s health history, allowing them to
make more informed treatment decisions and drive better health outcomes.
Recent legislative changes have authorized VA to share patients’ electronic health information with
participating connected partners easier by removing the requirement for patients to provide a written,
signed authorization when receiving treatment in the community. As a result of this change, VA
Employees need to be aware electronic health information including occupational health information
stored in VA’s electronic health record (EHR) (VistA/CPRS or Millenium) may also be shared with
their community health care providers when requested for the purpose of treatment.
Sharing Options for VA Employees:
Opt-In to Health Information Sharing for VA Employees:
- If VA employees have occupational health information stored in VistA/CPRS or Millennium
and would like to continue sharing their health information with community care providers, no
action is required.
Opt-Out of Health Information Sharing for VA Employees:
- If VA employees would like to stop sharing their health information with community care
providers, they can opt out of health information exchange by submitting
VA Form 10-10164 by mail or in person to their facility’s Release of Information (ROI) Office,
or online through My HealtheVet.
-

IMPORTANT: If you are a VA employee who is also a Veteran patient, choosing to opt out
of electronic health information sharing will prevent VA from sharing any electronic health
information with community providers.

Employees are afforded the same convenience as Veterans and can choose to change their sharing
preferences at any time. We encourage all patients to take advantage of automatic, secure health
information sharing to give their providers a more complete view of their medical history.
For more information about VHIE and electronic health information sharing options, please visit

www.va.gov/vhie or contact us at vhavhiepublicaffiars@va.gov.
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VHIE Frequently Asked Questions (FAQs) - Veterans Health Information Exchange (VHIE)

VA (http://www.va.gov/) » Health Care (http://www.va.gov/health) » Veterans Health Information Exchange (VHIE) (/VHIE/index.asp) » VHIE Frequently Asked
Questions (FAQs)

Veterans Health Information Exchange (VHIE)
MENU

VHIE Frequently Asked Questions (FAQs)
What is VHIE?
VHIE gives your health care providers a more complete view of your health record to help them make more informed treatment
decisions. Through VHIE, community providers who are a part of your care team can safely and securely receive your VA health
information electronically.
VA only shares your health information with community providers via VHIE when they are treating you.

What is changing?
The VA MISSION Act of 2018 removes certain restrictions on electronic health information sharing, which enables VA to seamlessly
and securely share your health information with community providers who are a part of your care team. This change will take effect
April 17, 2020. Previously, you had to complete a form to opt in or elect to share your personal health information via VHIE.
You do not need to take any action for VA to start coordinating your care team to receive your information via VHIE, you may opt out
of electronic sharing.

What are the benefits of information sharing via VHIE?
The more information your health care providers have about your medical history, the better. Sharing your health information via VHIE
can help you avoid carrying paper copies of your health record back and forth between providers. The instant exchange of information
made possible by VHIE can also dramatically improve patient safety, especially during emergency situations.
Secure, seamless sharing via VHIE also means your care teams will be able to:
Better understand your health history so they can focus more time on what is important to you.
Develop a safe, more effective treatment plan.
Work together to keep you safe and improve your overall health.

Is sharing my health information via VHIE safe?
VA is committed to prtotecting your privacy. VHIE uses secure systems that comply with all federal privacy laws. Only community
health care providers and organizations that are a part of VA's approved, trusted network may receive your health information.
Additionally, all VA and community care providers work to protect your health information and only share the appropriate information
when it is needed.

What kinds of health information can be shared via VHIE?
Currently VA and participating providers can electronically share a variety of health information including:
Prescriptions and medications
Allergies
Illnesses
Laboratory and radiology results
Immunizations
Procedures
https://www.va.gov/VHIE/Frequently_Asked_Questions.asp
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Clinical notes
Other relevant medical information

How do I opt out?
If you would prefer that VA not share your health information electronically, you must complete and submit
VA Form 10-10164 (https://www.va.gov/vaforms/medical/pdf/10-10164-fill.pdf)
to your facility's Release of Information Office
(ROI). You may also submit this form online via My HealtheVet (https://www.myhealth.va.gov/mhv-portalweb/web/myhealthevet/home).
Please note: If you have not already done so, you will need to upgrade your My HealtheVet account to Premium status in order to
securely submit this form. Visit My HealtheVet to learn more.
There is no deadline to opt out and you may do so at any time. If you previously opted out but want to resume secure, seamless,
sharing, you may also opt back in at any time by completing
VA Form 10-10163 (https://www.va.gov/vaforms/medical/pdf/10-10163-fill.pdf)
.

What happens if I opt out?
Choosing to opt out will not affect your access to care from community providers. However, if you opt out, your community providers
may not receive your medical records before you receive treatment. This may put you at risk.

I am a health care provider - how can I access VA health information to help me provide better care to my Veteran
patients?
There are two ways for non-VA providers to participate in VHIE - VA Exchange and VA Direct messaging. Visit the VHIE For Providers
(/VHIE/For_Providers.asp) page to learn more about how you or your organization can become a VHIE Participating Partner to safely and securely
share Veteran health information.
Still have questions, feel free to email us at vhavhiepublicaffairs@va.gov (mailto:vhavhiepublicaffairs@va.gov).
Return to VHIE Home. (/VHIE/index.asp)

return to top

RESOURCES
VHIE Factsheet for Veterans (/VHIE/docs/VHIE_Veteran_Factsheet_Updated_508.pdf)
Manage Your Sharing Options (/VHIE/VHIE_Sharing_Options.asp)
VHIE Frequently Asked Questions (/VHIE/Frequently_Asked_Questions.asp)
VHIE Participating Partners (https://www.va.gov/VHIE/VHIE_Participating_Partners.asp)
How to Request a My HealtheVet Premium Account (https://www.myhealth.va.gov/mhv-portal-web/upgrading-your-my-healthevet-accountthrough-in-person-or-online-authentication)
VA Community Care Program (https://www.va.gov/communitycare/)
Joint Health Information Exchange (https://www.oit.va.gov/org/fehrm/index.cfm)

https://www.va.gov/VHIE/Frequently_Asked_Questions.asp
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OPM/GOVT–10
SYSTEM NAME:
Employee Medical File System Records.
SYSTEM LOCATION:
a. For current employees, records are located in agency medical, personnel, dispensary, health, safety, or
other designated offices within the agency, or contractors performing a medical function for the agency.
b. For former employees, most records will be located in an Employee Medical Folder (EMF) stored at the
National Personnel Records Center operated by the National Archives and Records Administration (NARA). In
some cases, agencies may retain for a limited time (e.g., up to 3 years) some records on former employees.
Note 1:
The records in this system of records are “owned” by the Office of Personnel Management (OPM) and should
be provided to those OPM employees who have an official need or use for those records. Therefore, if an
employing agency is asked by an OPM employee to access the records within this system, such a request
should be honored.
CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:
Current and former Federal civilian employees as defined in 5 U.S.C. 2105.
CATEGORIES OF RECORDS IN THE SYSTEM:
Records maintained in this system include:
a. Medical records, forms, and reports completed or obtained when an individual applies for a Federal job and
is subsequently employed;
b. Medical records, forms, and reports completed during employment as a condition of employment, either by
the employing agency or by another agency, State or local government entity, or a private sector entity under
contract to the employing agency;
c. Records pertaining and resulting from the testing of the employee for use of illegal drugs under Executive
Order 12564. Such records may be retained by the agency (e.g., by the agency Medical Review Official) or by

a contractor laboratory. This includes records of negative results, confirmed or unconfirmed positive test
results, and documents related to the reasons for testing or other aspects of test results.
d. Reports of on-the-job injuries and medical records, forms, and reports generated as a result of the filing of a
claim for Workers' Compensation, whether the claim is accepted or not. (The official compensation claim file is
not covered by this system; rather, it is part of the Department of Labor's Office of Workers' Compensation
Program (OWCP) system of records.)
e. All other medical records, forms, and reports created on an employee during his/her period of employment,
including any retained on a temporary basis (e.g., those designated to be retained only during the period of
service with a given agency) and those designated for long-term retention (i.e., those retained for the entire
duration of Federal service and for some period of time after).
f. Records resulting from participation in agency-sponsored health promotion and wellness activities, including
health risk appraisals, biometric testing, health coaching, disease management, behavioral management,
preventive services, fitness programs, and any other activities that could be considered part of a
comprehensive worksite health and wellness program.
Note 2:
Records maintained by an agency dispensary are included in this system only when they are the result of a
condition of employment or related to an on-the-job occurrence or result from participation in an agencysponsored health and wellness program.
Note 3:
Records pertaining to employee drug or alcohol abuse counseling or treatment, and those pertaining to other
employee counseling programs conducted under the Health Service Program established pursuant to 5 U.S.C.
chapter 79, are not part of this system of records.
Note 4:
Only Routine Use “u” identified for this system of records is applicable to records relating to drug testing under
Executive Order 12564. Further, such records shall be disclosed only to a very limited number of officials within
the agency, generally only to the agency Medical Review Official (MRO), the administrator of the agency
Employee Assistance Program, and any supervisory or management official within the employee's agency
having authority to take the adverse personnel action against the employee.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:
Executive Orders 12107, 12196, and 12564 and 5 U.S.C. chapters 11, 33, and 63.
PURPOSE(S):
Records in this system of records are maintained for a variety of purposes, which include the following:
a. To ensure that records required to be retained on a long-term basis to meet the mandates of law, Executive
Order, or regulations (e.g., the Department of Labor's Occupational Safety and Health Administration (OSHA)
and OWCP regulations), are so maintained.
b. To provide data necessary for proper medical evaluations and diagnoses, to ensure that proper treatment is
administered, and to maintain continuity of medical care.
c. To provide an accurate medical history of the total health care and medical treatment received by the
individual as well as job and/or hazard exposure documentation and health monitoring in relation to health
status and claims of the individual.
d. To enable the planning for further care of the patient.
e. To provide a record of communications among members of the health care team who contribute to the
patient's care.
f. To provide a legal document describing the health care administered and any exposure incident.
g. To provide a method for evaluating quality of health care rendered and job-health-protection including
engineering protection provided, protective equipment worn, workplace monitoring, and medical exam
monitoring required by OSHA or by good practice.
h. To ensure that all relevant, necessary, accurate, and timely data are available to support any medicallyrelated employment decisions affecting the subject of the records (e.g., in connection with fitness-for-duty and
disability retirement decisions).
i. To document claims filed with and the decisions reached by the OWCP and the individual's possible
reemployment rights under statutes governing that program.

j. To document employee's reporting of on-the-job injuries or unhealthy or unsafe working conditions, including
the reporting of such conditions to OSHA and actions taken by that agency or by the employing agency.
k. To ensure proper and accurate operation of the agency's employee drug testing program under Executive
Order 12564.
l. To facilitate communication among members of an on-site health and wellness program and to the individual
employee participating in the program.
m. To enable evaluation of the effectiveness of on-site health and wellness programs.
ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS
AND THE PURPOSE OF SUCH USES:
Note 5:
With the exception of Routine Use “u,” none of the other Routine Uses identified for this system of records are
applicable to records relating to drug testing under Executive Order 12564. Further, such records shall be
disclosed only to a very limited number of officials within the agency, generally only to the agency Medical
Review Official (MRO), the administrator of the agency Employee Assistance Program, and the management
official empowered to recommend or take adverse action affecting the individual. These records and
information in these records may be used:
a. To disclose information to the Department of Labor, Department of Veterans Affairs, Social Security
Administration, Federal Retirement Thrift Investment Board, or a national, State, or local social security type
agency, when necessary to adjudicate a claim (filed by or on behalf of the individual) under a retirement,
insurance, or health benefit program.
b. To disclose information to a Federal, State, or local agency to the extent necessary to comply with laws
governing reporting of communicable disease.
c. To disclose information to another Federal agency, to a court, or a party in litigation before a court or in an
administrative proceeding being conducted by a Federal agency when the Government is a party to the judicial
or administrative proceeding.
d. To disclose information to the Department of Justice, or in a proceeding before a court, adjudicative body,
other administrative body before which the agency is authorized to appear, when:

1. The agency, or any component thereof; or
2. Any employee of the agency in his or her official capacity; or
3. Any employee of the agency in his or her individual capacity where the Department of Justice or the agency
has agreed to represent the employee; or
4. The United States, where the agency determines that litigation is likely to affect the agency or any of its
components, is a party to litigation or has an interest in such litigation, and the use of such records by the
Department of Justice or the agency is deemed by the agency to be relevant and necessary to the litigation,
provided, however, that in each case it has been determined that the disclosure is compatible with the purpose
for which the records were collected.
e. To disclose in response to a request for discovery or for appearance of a witness, information that is relevant
to the subject matter involved in a pending judicial or administrative proceeding.
f. To disclose pertinent information to the appropriate Federal, State, or local agency responsible for
investigating, prosecuting, enforcing, or implementing a statute, rule, regulation, or order when the disclosing
agency becomes aware of an indication of a violation or potential violation of civil or criminal law or regulation.
g. To disclose information to the Office of Management and Budget at any stage in the legislative coordination
and clearance process in connection with private relief legislation as set forth in OMB Circular No. A–19.
h. To disclose information to a congressional office from the record of an individual in response to an inquiry
from the congressional office made at the request of that individual.
i. To disclose information to the Merit System Protection Board or the Office of the Special Counsel, the
Federal Labor Relations Authority and its General Counsel, the Equal Employment Opportunity Commission,
arbitrators, and hearing examiners to the extent necessary to carry out their authorized duties.
j. To disclose information to survey team members from the Joint Commission on Accreditation of Hospitals
(JCAH) when requested in connection with an accreditation review, but only to the extent that the information is
relevant and necessary to meet the JCAH standards.
k. To disclose information to the National Archives and Records Administration in records management
inspections and its role as Archivist.

l. To disclose information to health insurance carriers contracting with the Office to provide a health benefits
plan under the Federal Employees Health Benefits Program information necessary to verify eligibility for
payment of a claim for health benefits.
m. By the agency maintaining or responsible for generating the records (or third parties under contract with the
agency) to locate individuals for health research or survey response and in the production of summary
descriptive statistics and analytical studies (e.g., epidemiological studies) in support of the function for which
the records are collected and maintained. While published statistics and studies do not contain individual
identifiers, in some instances the selection of elements of data included in the study might be structured in such
a way as to make the data individually identifiable by inference.
n. To disclose information to the Office of Federal Employees Group Life Insurance or Federal Retirement Thrift
Investment Board that is relevant and necessary to adjudicate claims.
o. To disclose information, when an individual to whom a record pertains is mentally incompetent or under
other legal disability, to any person who is responsible for the care of the individual, to the extent necessary.
p. To disclose to the agency-appointed representative of an employee, all notices, determinations, decisions, or
other written communications issued to the employee, in connection with an examination ordered by the
agency under medical evaluation (formerly Fitness for Duty) examinations procedures.
q. To disclose to a requesting agency, organization, or individual the home address and other information
concerning those individuals who it is reasonably believed might have contracted an illness or been exposed to
or suffered from a health hazard while employed in the Federal workforce.
r. To disclose information to a Federal agency, in response to its request or at the initiation of the agency
maintaining the records, in connection with the retention of an employee, the issuance of a security clearance,
the conducting of a suitability or security investigation of an individual, the classifying of jobs, the letting of a
contract, or the issuance of a license, grant, or other benefit by the requesting agency, or the lawful, statutory,
administrative, or investigative purpose of the agency, to the extent that the information is relevant and
necessary to the requesting agency's decision on the matter.
s. To disclose to any Federal, State, or local government agency, in response to its request or at the initiation of
the agency maintaining the records, information relevant and necessary to the lawful, statutory, administrative,
or investigatory purpose of that agency as it relates to the conduct of job related epidemiological research or
the assurance of compliance with Federal, State, or local government laws on health and safety in the work
environment.

t. To disclose to officials of labor organizations recognized under 5 U.S.C. chapter 71, analyses using exposure
or medical records and employee exposure records, in accordance with the records access rules of the
Department of Labor's OSHA, and subject to the limitations at 29 CFR 1910.20(e)(2)(iii)(B).
u. To disclose the results of a drug test of a Federal employee pursuant to an order of a court of competent
jurisdiction where required by the United States Government to defend against any challenge against any
adverse personnel action.
v. To disclose information to contractors, grantees, or volunteers performing or working on a contract, service,
grant, cooperative agreement or job for the Federal Government.
w. To disclose records on former Panama Canal Commission employees to the Republic of Panama for use in
employment matters.
x. To evaluate and report on the effectiveness of health and wellness programs by agency staff or third parties
under contract with the agency to conduct such evaluations.
POLICIES AND PRACTICES FOR STORING, RETRIEVING, SAFEGUARDING, AND RETAINING AND
DISPOSING OF RECORDS IN THE SYSTEM:
STORAGE:
Records are stored in file folders, on microfiche, in electronic record systems, and on file cards, x-rays, or other
medical reports and forms.
RETRIEVABILITY:
Records are retrieved by the employee's name, date of birth, social security number, or any combination of
those identifiers.
SAFEGUARDS:
Records are stored in locked file cabinets or locked rooms. Electronic records are protected by restricted
access procedures and audit trails. Access to records is strictly limited to agency or contractor officials with a
bona fide need for the records.
RETENTION AND DISPOSAL:

The EMF is maintained for the period of the employee's service in the agency and is then transferred to the
National Personnel Records Center for storage, or as appropriate, to the next employing Federal agency. Other
medical records are either retained at the agency for various lengths of time in accordance with the National
Archives and Records Administration's records schedules or destroyed when they have served their purpose or
when the employee leaves the agency. Within 90 days after the individual separates from the Federal service,
the EMF is sent to the National Personnel Records Center for storage. Destruction of the EMF is in accordance
with General Records Schedule-1(21). Records arising in connection with employee drug testing under
Executive Order 12564 are generally retained for up to 3 years. Records are destroyed by shredding, burning,
or by erasing the disk.
SYSTEM MANAGER(S) AND ADDRESS:
a. Group Manager, Employee Services, Resources Management Group, 1900 E Street, NW., Room 7305,
Washington, DC 20415.
b. For current Federal employees, OPM has delegated to the employing agency the Privacy Act responsibilities
concerning access, amendment, and disclosure of the records within this system notice.
NOTIFICATION PROCEDURE:
Individuals wishing to inquire whether this system of records contains records on them should follow the
appropriate procedure listed below.
a. Current Employees. Current employees should contact their employing agency's personnel, dispensary,
health, safety, medical, or other designated office responsible for maintaining the records, as identified in the
agency's internal issuance covering this system. Individuals must furnish such identifying information as
required by the agency for their records to be located and identified.
b. Former employees. Former employees should contact their former agency's personnel, dispensary, health,
safety, medical, or other designated office responsible for maintaining the records, as identified in the agency's
internal issuance covering this system.
Additionally, for access to their EMF, they should submit a request to the National Personnel Records Center
(Civilian), 111 Winnebago Street, St. Louis, Missouri 63118.
RECORDS ACCESS PROCEDURE:

a. Current employees should contact the appropriate agency office as indicated in the Notification Procedure
section and furnish such identifying information as required by the agency to locate and identify the records
sought.
b. Former employees should contact the appropriate agency office as indicated in the Notification Procedure
section and furnish such identifying information as required by the agency to locate and identify the records
sought. Former employees may also submit a request to the National Personnel Records Center (Civilian), 111
Winnebago Street, St. Louis, Missouri 63118, for access to their EMF. When submitting a request to the
National Personnel Records Center, the individual must furnish the following information to locate and identify
the record sought:
1. Full name.
2. Date of birth.
3. Social security number.
4. Agency name, date, and location of last Federal service.
5. Signature.
c. Individuals requesting access must also comply with OPM's Privacy Act regulations on verification of identity
and access to records (5 CFR part 297).
CONTESTING RECORDS PROCEDURE:
Because medical practitioners often provide differing, but equally valid medical judgments and opinions when
making medical evaluations of an individual's health status, review of requests from individuals seeking
amendment of their medical records, beyond correction and updating of the records, will be limited to
consideration of including the differing opinion in the record rather than attempting to determine whether the
original opinion is accurate. Individuals wishing to amend their records should:
a. For a current employee, contact the appropriate agency office identified in the Notification Procedure section
and furnish such identifying information as required by the agency to locate and identify the records to be
amended.
b. For a former employee, contact the appropriate agency office identified in the Notification Procedure section
and furnish such identifying information as required by the agency to locate and identify the record to be

amended. Former employees may also submit a request to amend records in their EMF to the system
manager. When submitting a request to the system manager, the individual must furnish the following
information to locate and identify the records to be amended:
1. Full name.
2. Date of birth.
3. Social security number.
4. Agency name, date, and location of last Federal service.
5. Signature.
c. Individuals seeking amendment of their records must also follow the Office's Privacy Act regulations on
verification of identity and amendment of records (5 CFR part 297).
RECORDS SOURCE CATEGORIES:
RECORDS IN THIS SYSTEM ARE OBTAINED FROM:
a. The individual to whom the records pertain.
b. Agency employee health unit staff.
c. Federal and private sector medical practitioners and treatment facilities.
d. Supervisors/managers and other agency officials.
e. Other agency records.

08VA05
System name: Employee Medical File System Records (Title 38)-VA.
System location:
For current employees, records are located in VA medical, personnel, dispensary, health,
safety or other designated offices at Central Office and field facilities (see Appendix 1); with
another agency providing such services for the VA; or with private sector contractors. For
former employees, most records will be located in an Employee Medical Folder (EMF)
stored in Federal records centers operated by the National Archives and Records
Administration (NARA). Paper record abstract information is stored in automated storage
media records that are maintained at the health care facilities.
Categories of individuals covered by the system:
The following categories of individuals are covered by this system: current or former VA
employees appointed under 38 U.S.C. Chapter 73 to the occupations identified in 38 U.S.C.
4103, 4104(1), and 4104(3); individuals in those occupations who are appointed under 38
U.S.C. 4114; and residents appointed under 38 U.S.C. 4114(b). This includes employees
such as non-physician facility Directors, physicians, dentists, podiatrists, optometrists,
nurses, nurse anesthetists, physician assistants, expanded-function dental auxiliaries,
certified respiratory therapy technicians, registered respiratory therapists, licensed physical
therapists, and licensed practical or vocational nurses. Current and former employees
appointed under 38 U.S.C. Chapter 75 in the Veterans Canteen Service are also covered.
Categories of records in the system:
Records maintained in this system include: (1) Medical records, forms, and reports
completed or obtained when an individual applies for a Federal job and is subsequently
employed; (2) Medical records, forms, and reports completed during employment as a
condition of employment, either by the VA or by another agency, State or local government
entity, or a private sector entity under contract to the VA; (3) Records resulting from the
testing of the employee for use of illegal drugs under Executive Order 12564. Such records
may be retained by the VA (e.g., by the VA Medical Review Official) or by a contractor
laboratory. This includes records of negative results, confirmed or unconfirmed positive test
results, and lists of who has been tested, who failed to report for testing, and related
documents. Records maintained by a VA dispensary are included in the system only when
they are the result of a condition of employment or related to an on-the-job occurrence. (4)
Files containing reports of on-the-job injuries and medical records, forms, and reports
generated as a result of the filing of a claim for Workers’ Compensation, whether the claim
is accepted or not. (The official compensation claim file, maintained by the Department of
Labor’s Office of Workers’ Compensation Program (OWCP) is part of that agency’s system
of records and not covered by this notice.) (5) All other medical records, forms, and reports
created on an employee during his or her period of employment, including records retained
on a short term/ temporary basis (i.e., those
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designated to be retained only while the employee is with the VA) and records designated
for long-term retention (i.e., those retained for the employee’s duration of Federal service
and for some period of time thereafter).
Authority for maintenance of the system:
Executive Order 12564; Urgent Relief for the Homeless Supplemental Appropriations Act of
1987, Pub. L. No. 100-71, Section 503, 101 Stat. 468 (1987); and Title 38, United States
Code, Chapter 3, Section 210(c)(1); Chapter 73, Section 4108 and Chapter 75, Section
4202.
Routine uses of records maintained in the system, including
categories of users and the purposes of such uses:
Except for Routine Use 7, no other Routine Use for this system of records applies to
records included in Item (3) in the Categories of Records in the System section of this
notice. Drug test results may not be released under any other routine use.
1. In the event that a system of records maintained by this agency to carry out its function
indicates a violation or potential violation of law, whether civil, criminal or regulatory in
nature and whether arising by general statute or particular program statute, or by regulation,
rule or order issued pursuant thereto, the relevant records in the system of records may be
referred, as a routine use, to the appropriate agency, whether Federal, State, local or
foreign, charged with the responsibility of investigation or prosecuting such violation or
charged with enforcing or implementing the statute, or rule, regulation or order issued
pursuant thereto.
2. To assess physical capability of employees and to provide data for periodic reports of the
health services program to the Civil Service Commission.
3. Information may be disclosed from this system of records to a Federal, State, or local
agency to the extent necessary to comply with laws governing reporting of communicable
diseases.
4. Disclosure may be made to a congressional office from the record of an individual in
response to an inquiry from the congressional office made at the request of that individual.
5. Disclosure may be made to NARA (National Archives and Records Administration) GSA
(General Services Administration) in records management inspections conducted under
authority of 44 U.S.C. 2904 and 2906.
5. To disclose information to the Department of Labor, Social Security Administration, or a
national, State, or local social security type agency, when necessary to adjudicate a claim
(filed by or on behalf of the individual) under a retirement, insurance, or health benefit
program.
6. To disclose information to another Federal agency, to a court, or a party in litigation
before a court or in an administrative proceeding being conducted by a Federal agency,
either when the Government is a party to a judicial proceeding or to comply with the
issuance of a subpoena.
7. To disclose the results of a drug test of a Title 38 employee pursuant to an order of a
court of competent jurisdiction where required by the United States Government to defend
against any challenge against any adverse personnel action.
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8. To disclose information to the Department of Justice, or in a proceeding before a court,
adjudicative body, or other administrative body before which the VA is authorized to appear,
when: (a) The VA, or any component thereof; or (b) any VA employee in his or her official
capacity; or © any VA employee in his or her individual capacity where the Department of
Justice or the VA has agreed to represent the employee; or (d) the United States, where the
VA determines that litigation is likely to affect the VA or any of its components, is a party to
litigation or has an interest in such litigation, and the use of such records by the Department
of Justice or the VA is deemed by the VA to be relevant and necessary to the litigation,
provided, however, that in each case it has been determined that the disclosure is
compatible with the purpose for which the records were collected.
9. To disclose in response to a request for discovery or for appearance of a witness,
information that is relevant to the subject matter involved in a pending judicial or
administrative proceeding.
10. To disclose pertinent information to the appropriate Federal, State or local agency
responsible for investigating, prosecuting, enforcing, or implementing a statute, rule,
regulation, or order when the disclosing agency becomes aware of an indication of a
violation or potential violation of civil or criminal law or regulation.
11. To disclose information to the Office of Management and Budget (OMB) at any stage in
the legislative coordination and clearance process in connection with private relief
legislation as set forth in OMB Circular No. A-19.
12. To disclose information to officials of the Merit Systems Protection Board including the
Office of Special Counsel, the Federal Labor Relations Authority and its general counsel,
the Equal Employment Opportunity Commission, arbitrators, and hearing examiners to the
extent necessary to carry out their authorized duties.
13. To disclose information to survey team members from the Joint Commission on
Accreditation of Healthcare Organizations (JCAHO) when requested in connection with an
accreditation review, but only to the extent that the information is relevant and necessary to
meet JCAHO standards.
14. To disclose to health insurance carriers contracting with the Office of Personnel
Management to provide a health benefits plan under the Federal Employee Health Benefits
Program, information necessary to verify eligibility for payment of a claim for health benefits
or to carry out the coordination of audit of benefit provisions of such contracts.
15. To locate individuals for health research or survey response and in the production of
summary descriptive statistics and analytical studies (e.g., epidemiological studies) in
support of the function for which the records are collected and maintained. While published
statistics and studies do not contain individual identifiers, in some instances the selection of
elements of data included in the study might be structured in such a way as to make the
data individually identifiable by inference.
16. To disclose information to the Office of Federal Employees Group Life Insurance that is
relevant and necessary to verify election, declination, or waiver
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of regular and/or optional life insurance coverage or eligibility for payment of a claim for life
insurance.
17. To disclose information, when an individual to whom a record pertains is mentally
incompetent or under other legal disability, to any person who is responsible for the care of
the individual, to the extent necessary.
18. To disclose to the agency-appointed representative of an employee all notices,
determinations, decisions, or other written communications issued to the employee, in
connection with an examination ordered by the agency under: (a) Medical evaluation
(formerly Fitness for Duty) examinations procedures, or (b) agency-filed disability retirement
procedures.
19. To disclose to a requesting agency, organization, or individual the home address and
other information concerning those individuals who it is reasonably believed might have
contracted an illness or been exposed to or suffered from a health hazard while employed in
the Federal work force.
20. To disclose information to a Federal agency, in response to its request or at the initiation
of the VA, in connection with the retention of an employee, the issuance of a security
clearance, the conducting of a suitability or security investigation of an individual, the letting
of a contract, or the issuance of a license, grant, or other benefit by the other agency, or the
lawful statutory, administrative or investigative purpose of the agency to the extent that the
information is relevant and necessary to the other agency’s decision on the matter.
21. To disclose to any Federal, State, or local government agency, in response to its
request or at the initiation of the VA, information relevant and necessary to the lawful,
statutory, administrative, or investigatory purpose as it relates to the conduct of job related
epidemiological research or the assurance of compliance with Federal, State, or local
government laws on health and safety in the work environment.
22. To disclose to officials of labor organizations recognized under 5 U.S.C. Chapter 71,
analyses using exposure or medical records and employee exposure records, in
accordance with the record access rules of the OSHA, Department of Labor, and subject to
the limitations of 29 CFR 1910.20(e)(2)(iii)(B).
23. Records from this system of records may be disclosed to a Federal Agency or to a State
or local government licensing board and/ or to the Federation of State Medical Boards or a
similar nongovernment entity which maintains records concerning individuals’ employment
histories or concerning the issuance, retention or revocation of licenses, certifications, or
registrations necessary to practice an occupation, profession or specialty, in order for the
Agency to obtain information relevant to an Agency decision concerning the hiring, retention
or termination of an employee or to inform a Federal Agency or licensing boards or the
appropriate nongovernment entities about the health care practices of a terminated,
resigned or retired health care employee whose professional health care activity so
significantly failed to conform to generally accepted standards of professional medical
practice as to raise reasonable concern for the health and safety of patients in the private
sector or from another
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Federal Agency. These records may also be disclosed as part of an ongoing computer
matching program to accomplish these purposes.
24. Information in this system of records may be disclosed to a State or local government
entity which has the legal authority to make decisions concerning the issuance, retention or
revocation of licenses, certifications or registrations required to practice a health care
profession, when requested in writing by an investigator or supervisory official of the
licensing entity for the purpose of making a decision concerning the issuance, retention or
revocation of the license, certification or registration of a named health care professional.
25. Identifying information in this system, including name, address, social security number
and other information as is reasonably necessary to identify such individual, may be
disclosed to the National Practitioner Data Bank at the time of hiring and/or clinical
privileging/reprivileging of health care practitioners, and other times as deemed necessary
by VA, in order for VA to obtain information relevant to a Department decision concerning
the hiring, privileging/reprivileging, retention or termination of the applicant or employee.
26. Relevant information from this system of records may be disclosed to the National
Practitioner Data Bank and/or State Licensing Board in the State(s) in which a practitioner is
licensed, in which the VA facility is located, and/or in which an act or omission occurred
upon which a medical malpractice claim was based when VA reports information
concerning: (1) Any payment for the benefit of a physician, dentist, or other licensed health
care practitioner which was made as the result of a settlement or judgment of a claim of
medical malpractice if an appropriate determination is made in accordance with agency
policy that payment was related to substandard care, professional incompetence or
professional misconduct on the part of the individual; (2) a final decision which relates to
possible incompetence or improper professional conduct that adversely affects the clinical
privileges of a physician or dentist for a period longer than 30 days; or, (3) the acceptance
of the surrender of clinical privileges or any restriction of such privileges by a physician or
dentist either while under investigation by the health care entity relating to possible
incompetence or improper professional conduct, or in return for not conducting such an
investigation or proceeding. These records may also be disclosed as part of a computer
matching program to accomplish these purposes.
Policies and practices for storing, retrieving, accessing,
retaining, and disposing of records in the system:
Storage:
Records are stored in paper folders, microfiche, magnetic discs, magnetic tape, and on file
cards, X-rays, or other medical reports and forms. These records are stored in VA medical,
personnel, dispensary, health, safety or other designated offices at Central Office and field
facilities. Information in the Decentralized Hospital Computer Program (DHCP) system is
stored at health care facilities.
Retrievability:
Records are retrieved by the employee’s name, date of birth, social security number, or any
combination of those identifiers.
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Safeguards:
Records are stored in locked file cabinets or locked rooms. Generally, file areas are locked
after normal duty hours. Automated records are protected by restricted access procedures
and audit trails. Access to Employee Medical File System records is strictly limited to VA or
contractor officials with a bona fide need for access to the records. Strict control measures
are enforced to ensure that access to and disclosure from these records are limited to a
“need-to-know basis.” In VA Central Office these records are maintained in staffed rooms
during working hours. During nonworking hours, there is limited access to the building with
visitor control by security personnel. Access to the DHCP computer rooms within the health
care facilities is generally limited by appropriate locking devices and restricted to authorized
VA employees and vendor personnel. Automated data processing peripheral devices are
generally placed in secure areas (areas that are locked or have limited access) or are
otherwise protected. Information in the DHCP system may be accessed by authorized VA
employees. Access to file information is controlled at two levels; the system recognizes
authorized employees by a series of individually unique passwords/codes as a part of each
data message, and the employees are limited to only that information in the file which is
needed in the performance of their official duties. Drug testing records will be maintained in
accordance with the Urgent Relief for the Homeless Supplemental Appropriations Act of
1987, Pub. L. No. 100-71, Section 503, 101 Stat. 468 (1987). Contractor laboratories are
subject to the same restrictions as VA employees.
Retention and disposal:
Records are retained in accordance with records retention standards approved by the
Archivist of the United States, the National Archives and Records Administration, and
published in Agency Records Control Schedules. Records arising in connection with
employee drug testing under Executive Order 12564 are generally retained for up to 2
years. Records are destroyed by shredding, burning, or by erasing the magnetic media.
Automated storage media is retained and disposed of in accordance with disposition
authorization approved by the Archivist of the United States.
System manager(s) and address:
Director, Office of Personnel and Labor Relations (05), VA Central Office, 810 Vermont
Avenue NW, Washington, DC 20420.
Notification procedure:
Individuals wishing to inquire whether this system of records contains records on them
should follow the appropriate procedure listed below.
a. Current employees. Current employees should contact the local facility at which they are
employed. Individuals must furnish such identifying information as required by VA for their
records to be located and identified.
b. Former employees. Former employees should contact the local facility at which they were
employed. Individuals submitting requests must submit the following information for their
records to be located and identified: (1) Full name, (2) date of birth, (3) social security
number, (4) name and location of VA facility where last employed and dates of employment,
and (5) signature.
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Record access procedures: Individuals requesting access to and contesting the contents
of records must submit the following information for their records to be located and
identified: (1) Full name, (2) date of birth, (3) social security number, (4) name and location
of VA facility where last employed and dates of employment, and (5) signature.
Contesting record procedures:
(See Record Access Procedures above).
Record source categories:
Records in this system are obtained from: The individual to whom the records pertain, VA
employee health unit staff, Federal and private sector medical practitioners and treatment
facilities, supervisors/managers and other VA officials, testimony of witness, and other VA
records.
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